NIH Security Advisory #48  March 20, 2003

The Department of Homeland Security (DHS) adjusts the level of the

Homeland Security Advisory System (“Alert Levels”) to varying Threat

Conditions in response to intelligence about threats to the U.S. and U.S.

interests.  The National Institutes of Health (NIH), as a government

facility, responds to elevated threat levels with heightened security

precautions.  Level RED indicates that there is a “Severe risk of

terrorist attacks” or that there has been an attack.  Under a Level RED

Threat Condition, the NIH will maintain only the most mission critical

functions and activities, and limit access of NIH facilities to those

individuals designated “RED Alert Critical” personnel.  Level RED Threat

Condition is not intended to be sustained for a substantial period of

time.  During the first 48 hours of a Level Red Threat Condition, the NIH

senior level management will assess relevant threats and risks to make

operational decisions regarding next steps.

Mission critical NIH functions and research will need to be maintained and

protected during a Level RED Threat Condition.  IC Directors were asked to

determine the minimum number of personnel necessary to ensure the

continued operations of the NIH under this condition.   IC Directors are

designating these employees and contractors as “RED Alert Critical”

personnel.  This list is being finalized today.  For example, “RED Alert

Critical” personnel might include the minimum number of staff needed to

maintain the viability of irreplaceable, very high-value, or long-term

experiments that would be compromised without maintenance.  Other

personnel may include, but are not limited to, patient caregivers, animal

caregivers, information technology personnel, and emergency services

personnel, such as police, fire, and emergency health care providers.

IC Directors and the Division of Public Safety (DPS) will inform “RED

Alert Critical” personnel that they have been designated as part of this

list.  IC Directors will provide further guidance about the expectations

of these personnel during Level RED security in the next few days.  The

DPS will issue Level RED Identification (ID) Badges that will allow “RED

Alert Critical” personnel access to NIH facilities in the event that the

NIH goes to Level RED.  These badges are being prepared and will be

distributed during the week of March 24-28, 2003.  Your current NIH ID

badge will continue to be sufficient until these Level RED NIH ID badges

are distributed. During a Level RED condition "RED Alert Critical"

personnel should carry both their regular NIH ID badge, as well as their

Level RED NIH ID badge.

Only those personnel who have been designated “RED Alert Critical” by

their IC Director and approved by the DPS, will be allowed access to NIH

facilities.  IC Directors are supplying the names of those designated “RED

Alert Critical” to the Division of Public Safety. The DPS will maintain

this list and use it to determine which individuals gain access to NIH

facilities during Level RED.

“RED Alert Critical” personnel will need to show their Level RED NIH ID

badge to law enforcement or security officers. ONLY “RED Alert Critical”

personnel will be granted access to NIH campuses or facilities.

PLEASE NOTE:   IF YOU HAVE NOT BEEN NOTIFIED THAT YOU HAVE “RED ALERT

CRITICAL” DESIGNATION, PLEASE DO NOT ATTEMPT TO GAIN ACCESS TO NIH

CAMPUSES OR FACILITIES UNDER A LEVEL RED THREAT CONDITION AS YOU WILL BE

TURNED AWAY.

