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As you have been informed, a Level RED Threat Condition indicates there is a “severe risk of terrorist attacks” or that an actual attack has occurred.  Under a Level RED Threat Condition, the National Institutes of Health will maintain only the most mission critical functions and activities, and limit access to NIH campuses and facilities to those individuals designated “RED Alert Critical” personnel.  During the first 24 - 48 hours of a Level RED Threat Condition, NIH senior management, with guidance from the Department of Homeland Security and other National Security apparatus, will assess relevant threats and risks to make operational decisions regarding next steps.

A level Red condition implies the potential for significant risk to personnel and facilities.  In order to minimize these risks, national guidelines suggest the necessity to restrict access to facilities.  This action minimizes the number of people potentially exposed to a dangerous incident, maximizes the security to the facility, and minimizes potential gridlock in the event of an evacuation.

IC Directors and the Division of Public Safety (DPS) are in the process of informing the appropriate personnel that they have been included in the “RED Alert Critical” list.  “RED Alert Critical” personnel will receive further guidance about security protocols from DPS as well as specific guidance on their duties and responsibilities during a Level RED Threat Condition from their specific IC.  “RED Alert Critical” personnel will be informed of their tour of duty and will be given specific instructions by their direct supervisor or their IC Director.

Unless otherwise directed, if you have not been notified that you have “RED Alert Critical” designation, please do not attempt to reach a NIH campus or facility under a RED Alert Threat Condition.  NIH senior managers will continually assess the needs of the NIH campus and facilities, and will update the access lists to NIH campuses and in facilities as necessary.  It is necessary to understand that under a Level RED Threat Condition, only those persons on the pre-approved “RED Alert Critical” list will be allowed access, all others will be turned away.

If you are notified that you have been designated as “RED Alert Critical” you will receive a Level RED NIH ID badge in the next few days.  Your IC Director or Executive Officer will oversee distribution.  Your current NIH ID badge and the Level RED NIH ID badge will allow you access to the NIH campuses and facilities during a Level RED Threat Condition.  You should carry both your NIH ID badge and your Level RED NIH ID badge and be prepared to show them to NIH law enforcement or security officers upon request.

The operational security protocols during a Level RED Threat Condition are designed to be flexible and adaptable.  NIH will use various communication methods to keep personnel informed of Level RED operational status and next steps.  These methods may include the ORS Information line, e-mails, updates to the NIH security Web site, and wireless devices.  Other general threat condition information will be available through local and national media.

For more information about Level RED Threat Conditions, please see http://www.nih.gov/od/ors/security/levelredfaq.htm.

Employees experiencing stress-related concerns should contact the Employee Assistance Program.  Please see http://www.nih.gov/od/ors/ds/eap/ for more information.
