Get Smart Card Ready

How to Recover Your Old (Expired) Certificates

If you want to read signed or encrypted email messages that you sent or received using a now-
expired certificate, you first need to recover that certificate from the HHS Identity PIV Portal.

There are three main steps:
A. Select the expired certificate to recover.

B. Download and save it to your computer.
C. Install and secure the certificate with a password.

Select a certificate to recover from the HHS Identity PIV Portal

1. Open a session of your Internet browser and go to https://hhsidentity.hhs.gov/idms/portal/.

2. From the Navigation Menu, select Portal Login.
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3. Enter your current PIN when prompted. (Make sure your PIV smart card is inserted in your
computer’s card reader.)
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4. From the Navigation Menu, select PKI Key Recovery.
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Select the radio button next to the certificate with the date range you are looking for. (You want
the certificate that was valid at the time the email message was signed or encrypted and sent
or received).

Select a reason for the certificate recovery from the dropdown menu.

Create a passphrase (or password) that will protect the recovered certificate as you download
and save it to your computer. When ready, click Recover Certificates.
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Recoverable Encryption Certificates (Private Keys)

Distinguished Name: UID=0013271030+CN= [Affiliate), OLU=People OU=MNIH OU=HHZ C0=L1.5.
Government,C=LU5

Certificate Type: PIV Encryption

Select Status Issuance Date Expiration Date Recovered Date
7 Active Apr06 2012 Feb 07 2013
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| @  Inactive May 25 2010 May 17 2011
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Download the recovered certificate

8. Click Download Recovered Key
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Clck on the Download Recovered Key button to retrieve your recovered certificate. When prompted, be sure to Save your recovered key file on your computer, Clck
here for detailed instructions on downloading and installing the recovered ke

( Download Recovered Key |
S—
. . -
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Exit & Close Browser

9. Click Save from the File Download dialog box.
File Download
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10. Save the file to a location on your computer. You can save it to the Desktop so that it's easy to
locate the file for the next step. This file contains a Certificate Import Wizard that will allow you
save the certificate to your computer and secure it with a password.
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Once saved, click Close from the Download Complete dialog box.
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Install and secure the certificate with a password

11. Locate the downloaded file, and double-click the file to open the Import Wizard.
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12. Click Next to start the Wizard. Click Next again to proceed with the import.

Certificate Import Wizard E

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, cerkificate trust
lists, and certificate revocation lisks From wour disk to a
certificate stare,

& certificate, which is issued by a certification authaority, is
a confirmation of your identity and contains informakion
used ko protect data or to establish secure nebwork
connections, & certificate skore is the system area where
certificates are kept,

To conkinue, click Mesxt.
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13. Enter the passphrase (or password) you created in the HHS Identity PIV Portal (during step 7).
Click to select all three options after entering your passphrase, and then click Next.

Certificate Import Wizard @

Password

To mainkain security, the private key was protected with a password.
Enter the passphrase you
created when downloading
the certificate from the HHS
|dentity portal.

Type the password for the private ke,

Password:

Enable strong private key protection. You will be prompted every time the
rivate key is used by an application if you enable this option,

P ¥ aliass Y F Ensure all three
options are checked.
Mark this key as exportable, This will allow wou to back up or transpaort yaur p

keys at alater time,

Include all extended properties,

Learn more about protecting private kevs
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14. Make sure the option for Automatically select the certificate store based on the type of
certificate is selected. Click Next.

Certificate Import Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For
the certificate,

@ Automatically select the certificate shore based on the bype of certiFicatD

(7 Place all certificates in the Following skare

Browse...
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15. Click Finish. (You're not done yet, though!)
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Certificate Import Wizard \EI
Completing the Certificate Import
Wizard
|
; %-: The certificate will be imported after wou click Finish,
E;;_f:_‘y? ‘ou have specified the following settings:
= == == =t Aukomatically determined by
Conkent PR
File Mame C:h\UsersikojcinifDeskiopihhs
Don't make any — =
selections. Simply click
Finish.
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16. From the Importing a New Private Exchange Key dialog box, click the Set Security Level
button.
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17. Select the security level option “High”. Click Next.

Choose a Security Level @

Chooze a security level appropriate for thiz item,

@ High
Request my permizsion with a pazsword when this
itern iz to be used.

1 Medium
Fequest my permizzion when thiz item iz to be used.
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18. Create and confirm a password to protect the recovered certificate. (A suggestion would be to
select your current PIN as a password for the certificate. This will be a password that you need
to use each time you want to open email that was signed or encrypted when this certificate

was valid.) Click Finish.

Create a Passwaord @

Create a password to protect thig item.

Create a new passwaord for thiz item.

Fassward for: CryptodPl Private Key

Paszword: |

Confirr:
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The recovered certificate is stored on your computer and protected with the password you
entered. When you attempt to open an email message that was originally signed or encrypted
with this now-expired certificate, you will be prompted to enter this password.

If you need help, please contact the NIH IT Service Desk at 301-496-4357 or submit a ticket online at
http://itservicedesk.nih.gov/support.
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