

[image: ]

[bookmark: _GoBack]Awareness Building Material for Use in IC Communications
Note that this content is arranged into four topics so that you can select the information that is most useful / relevant for communication within your IC. 

Smart Card Login Coming Soon! 
(Enter your IC), along with the NIH and the entire Federal government, is transitioning away from logging into computers and systems with usernames and passwords to smart card login with your HHS ID Badge and PIN. Smart card login is more secure because it is a form of two-factor authentication: something you have, like your HHS ID Badge, and something you know, like your PIN. 

Our virtual private network (VPN) already requires two-factor authentication and we are now working towards the following two milestones: 

1. June 18, 2012: Smart card login will be required to access the Integrated Time and Attendance System (ITAS) from Windows computers. Username and password access to ITAS will still be supported for Blackberry devices and Mac computer users. 

2. March 29, 2013 (this is the NIH deadline. ICs have interim completion dates): Smart card login will be required to access the NIH network on government furnished Windows computers. Mac computers, scientific and emergency equipment are excluded at this time.  To balance available resources, ICs have interim completion target dates between now and March 2013.

Background: A Government-Wide Security Initiative
Homeland Security Presidential Directive 12 (HSPD-12) was issued by President Bush in August, 2004, to create uniform and secure standards for government identification. The objective was to safeguard the Federal community, information, systems, and facilities through “identity certification and access management.” Essentially, agencies must make sure that the right people, and only the right people, have access to government information and facilities.

Implementation was mandatory for all Federal agencies and required the issuance of approved Personal Identity Verification (PIV) cards. Our HHS ID Badges are these PIV cards at HHS. 

In recent years, we made significant progress by issuing HHS ID Badges. We are now focused on leveraging that investment by using the technical capabilities of these badges to certify identity and manage access to our network, information systems and facilities. 


Why is this important? 
NIH is a valuable place with valuable people – we need to protect it!

Cyber threat is one of the most serious economic and national security challenges that we face as a nation. HSPD-12 and smart card login are more than just ID Badges. This initiative will help protect NIH from outside harm, and result in a more efficient and effective security system. 

Here are some of the benefits that directly impact you:

· HSPD-12 supports a more secure digital infrastructure to strengthen NIH’s defenses against data theft and security breaches, and to protect our research, patients, and private information. Your research has taken years to compile; it only takes a minute for someone to steal or jeopardize its integrity.
· HHS ID Badges provide an easy and standard way to encrypt sensitive information, making it safer for us to share information with the right people and only the right people.
· NIH employees, affiliates, and contractors can work remotely in a secure manner, as an HHS ID Badge and PIN provide a simple and secure way to access the NIH network from any location.
· ONE Card, ONE PIN. When this initiative is fully implemented, all you will need to access the NIH network is your HHS ID Badge and your PIN, which you never have to change.


Get Smart Card Ready!
Your HHS ID Badge (PIV card) is a type of smart card that can be used to login to the NIH network and systems like ITAS. If you have never used your HHS ID Badge to log in before, you can test it at this site: http://testmysmartcard.nih.gov. 

Smart card login has five key ingredients: 
1. Your HHS ID Badge
2. Your PIN
3. A smart card reader
4. Active (not expired) digital certificates
5. Software that allows your computer to read the digital certificates on your HHS ID Badge 
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For more information about each of these items and about how to log in, please see the “Get Smart Card Ready” Guides that are available at: http://www.ors.od.nih.gov/ser/dpsac/Pages/Continued-Implementation-of-HSPD-12.aspx.
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