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Desktop Card Utility 1.1, May 22, 2012 

Overview 
The Desktop Card Utility (DCU) allows you to renew the expiring digital 
certificates on your HHS ID Badge (also known as PIV card, a type of 
smart card) using a Windows computer.  The process to renew your 
digital certificates using the DCU takes about 10 minutes. 
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Desktop Card Utility 1.1, May 22, 2012 

In Order To Use The DCU 
• Your digital certificates must be due for renewal (within 42 days of 

expiring).  (Note: your digital certificates may have a different expiration 
date than the badge expiration date printed on the HHS seal.) 
 If your certificates are not due for renewal, the DCU will not allow you to renew them. 
 If your badge and certificates are due for renewal, the DCU will not allow you to 

renew your certificates.  You must complete the badge renewal process instead. 
 If your certificates are already expired, you cannot use the DCU to renew them.  You 

must visit a Lifecycle Work Station (LWS) instead. 
• You must know your PIN. 

 If you don’t know your PIN, you must visit a Lifecycle Work Station (LWS). 
• Your Windows computer must have the ActivIdentity® ActivClient™ 

installed. 
 The DCU requires ActivClient 6.2 to work.  Most ICs at NIH install ActivClient as 

standard software on all of their Windows computers. 
• Your Windows computer must have the DCU installed. 

 Most ICs at NIH install the DCU as standard software on all of their Windows 
computers. 

 To confirm whether or not the DCU is installed on your computer, contact the NIH IT 
Service Desk. 
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Desktop Card Utility 1.1, May 22, 2012 

Help 
LWS Locations:   

• Go to http://www.ors.od.nih.gov/ser/dpsac/badge/Pages/lifecycle.aspx to find an LWS near you. 
 
NIH Service Desk 

• ONLINE 
Go to http://itservicedesk.nih.gov/ to submit a request for support. 
 

• TELEPHONE 
301-496-4357 (6-HELP) (local)  
866-319-4357 (toll free)  
301-496-8294 (TTY) 

 

http://www.ors.od.nih.gov/ser/dpsac/badge/Pages/lifecycle.aspx�
http://itservicedesk.nih.gov/�
http://itservicedesk.nih.gov/�
http://itservicedesk.nih.gov/�
http://itservicedesk.nih.gov/�
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Desktop Card Utility 1.1, May 22, 2012 

IMPORTANT! 

Once the DCU starts copying updated digital certificates to your HHS ID 
Badge, do not remove your HHS ID Badge from the card reader until 
the process is complete.  Removing your HHS ID Badge before the DCU 
has completed the certificate renewal process may interfere with the 
functionality of your badge and require you to get a new one. 
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Desktop Card Utility 1.1, May 22, 2012 

Launch the Desktop Card Utility 

1. Insert your HHS ID Badge into 
your computer’s card reader. 

2. Run the Desktop Card Utility 
(DCU). 
 Some ICs place a shortcut to the 

DCU on your Windows desktop. 
 You should be able to find a shortcut 

to the DCU under Start, All Programs. 
3. Click Continue.   
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Desktop Card Utility 1.1, May 22, 2012 

Verify Your Identity 

1. When prompted, enter your PIN and 
click Continue. 

 

 

 

Note: If you don’t know your PIN, close the DCU and visit 
a Lifecycle Work Station (LWS) to reset it.  You can also 
renew your certificates during the same LWS visit. 

CAUTION:  Do not keep entering your 
PIN over and over.  If you enter an 
incorrect PIN 15 times in a row, your HHS 
ID Badge will become locked and you will 
have to visit an LWS to unlock it. 
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Desktop Card Utility 1.1, May 22, 2012 

Sign the User Agreement 

The system checks for a pending 
certificate renewal. 
 

• If there is a pending certificate renewal: 
1. You will be prompted to read and agree 

to the terms of the HHS ID Badge 
agreement. 

2. When ready, click Agree to proceed. 
 If you click Decline the DCU will close 

and the certificate renewal process will 
be canceled.  Your certificates will 
expire as scheduled.   

• If there is no certificate renewal pending: 
1. A message is displayed indicating that no 

update is available. 
2. Click Quit to exit the DCU.  (Don’t forget 

to remove your badge from the card 
reader.) 
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Desktop Card Utility 1.1, May 22, 2012 

Finish 

Once you agree, the system will 
start to update the digital certificates 
on your HHS ID Badge. The 
process will take approximately 10 
minutes.  
 
CAUTION:  Do not remove your HHS ID Badge 
from the card reader until the process is complete.  
Removing your HHS ID Badge before the DCU has 
completed the certificate renewal process may 
interfere with the functionality your badge and 
require you to get a new one. 
 
When prompted that your smart 
card has been successfully updated 

1. Remove your HHS ID Badge 
from the card reader 

2. Click Exit.  
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Desktop Card Utility 1.1, May 22, 2012 

Final Step 

• Once you have completed the certificate renewal process, you may 
need to update your applications that use them (e.g., Outlook, Adobe, 
Firefox, etc.). 
 

• Please follow the instructions for using renewed certificates at: 
 

 http://smartcard.nih.gov/PIV_update.htm 
 

 

 

 

http://smartcard.nih.gov/PIV_update.htm�
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Desktop Card Utility 1.1, May 22, 2012 

Final Step 

• Once you have completed the certificate renewal process, publish your 
new certificates to the Global Address List (GAL).  Instructions are 
located at:   
 

http://smartcard.nih.gov/PKI_files/Outlook2010_CertGuide.pdf 
 

  
• If have previously sent or received encrypted email, you will also need 

to recover the now-expired certificate in order to read past encrypted 
email. Instructions are located at: 
 

http://smartcard.nih.gov/PKI_files/RecoverCerts_Guide.pdf 
 

 

 

 

http://smartcard.nih.gov/PKI_files/Outlook2010_CertGuide.pdf�
http://smartcard.nih.gov/PKI_files/Outlook2010_CertGuide.pdf�
http://smartcard.nih.gov/PKI_files/RecoverCerts_Guide.pdf�
http://smartcard.nih.gov/PKI_files/RecoverCerts_Guide.pdf�
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